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For a number of reasons, an analysis of the May 2000 Top Off exercise is an
appropriate place to begin this examination of the most important issues
surrounding the containment of contagious disease. First, the Top Off exercise
provided the most comprehensive test to date of our medical and public health
systems’ ability to respond to a bioweapons attack. It revealed valuable lessons
as to how the United States might deal with future epidemics. By this measure
alone, the exercise must be considered a success. Second, the issues presented
by our panelists are all very much a part of what happened at Top Off, and a
discussion of Top Off will put them in context with each other. Last, Top Off
provides a good context for the scenario that will follow.
My remarks are taken from an article written by my colleagues Rita Grossman
and Tara O’Toole and myself. That article, in turn, was derived from the
observations of 11 senior participating officials who were observers, participants, or controllers in the Top Off exercise, to whom we are very grateful. We
also should note that this exercise brought out the best in medicine and public
health at the state and federal levels in Denver, and many people worked
tirelessly for days and nights on end during the exercise.
In an effort to assess the nation’s crisis and consequence management
capacity under extraordinary conditions, the US Congress directed the Department of Justice to conduct an exercise engaging key personnel in a response to
large-scale terrorist attacks. The resulting exercise took place in May 2000 and
was called Top Off, so named for its engagement of top officials of the US
government. It was the largest exercise of its kind to date, involving $3 million
in direct costs and much more in indirect costs.
The exercise took place in three cities: a chemical weapons attack event in
Portsmouth, New Hampshire, a radiological event in the greater Washington,
DC, area, and a bioweapons event in Denver, Colorado. The Denver component involved the release of a covert aerosol of a plague biological weapon. The
response of many parts of the medical and public health systems, including a
number of hospitals in the Denver area, county and state health agencies,
emergency management agencies, Centers for Disease Control and Prevention
(CDC), Public Health Service, and Office of Emergency Preparedness, was
assessed.
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There were a number of constraints to the Top Off
exercise, and it is important to note the limitations of
this complex exercise. First, although part of the exercise was player driven, and thus depended on participants’ responses to questions and events, by necessity
certain aspects needed to be determined before the
event. Second, because of the complexity and size of
the exercise, many of the events in the exercise (e.g.,
the laboratory diagnostic testing process) were notional; that is, they occurred on paper only. In addition, the delivery of the national pharmaceutical stockpile was a simulated event; it did not actually occur. As
well, most of the logistics of medical care at hospitals
were notional; these hospitals needed to continue performing routine care.
Two issues of great importance that were not tested
in Top Off involved the public’s reaction to a plague
bioweapons attack and the media’s reaction. Both of
these elements were written into the script, and I believe the exercisers did a good job of presenting what
might actually happen. However, they could not be
participant-driven components of the exercise because
of the public panic that would have erupted. Notwithstanding any of these limitations, it is important to
note that we, and the majority of the people to whom
we spoke, believe that this exercise truly was a success
and revealed key lessons. I present some of these lessons now. First, a brief review of the exercise.
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the day, 783 cases of plague have occurred; 123 persons have died.
EXERCISE DAY 2
There are reports that hospitals are now running out of
antibiotics and ventilators. A push pack from the National Pharmaceutical Stockpile arrives carrying a large
cache of antibiotics. At a Denver airport, there are
substantial difficulties moving the cache from the airport to the places in Denver that need those antibiotics.
Plague is now being reported in other states and in
England and Japan. By the end of this day, 1,800 cases
of plague have occurred throughout the United States,
London, and Tokyo, including 389 deaths.
EXERCISE DAY 3
Medical care in Denver is now described as beginning
to shut down. Insufficient hospital staff, beds, ventilators, and drugs are available. The public is advised to
wear masks. Person-to-person spread of plague is occurring, as determined by public health officials. The
CDC advises Colorado to close state borders to limit
further spread throughout the United States. Colorado officials express concern about their ability to
bring food and medical supplies into the state. By
noon, there are 3,000 cases of pneumonic plague, and
795 persons have died.

EXERCISE DAY 1
A covert release of a plague aerosol occurred at the
Denver Performing Arts Center on May 17. The release was undetected. The exercise begins with the
consequences of this release on May 20, when increasing numbers of persons are seeking medical attention
at Denver hospitals for cough and fever. By early afternoon, 500 persons with symptoms have been reported,
with 25 deaths. Plague is confirmed by the state laboratory and CDC. A public health emergency is declared. Hospitals in Denver implement their emergency plans and call in staff. Their personnel begin to
wear masks. Antibiotic and ventilator shortages are
reported, and hospital staff begin to fall sick. The
governor issues an executive order by the end of the
day restricting car, bus, rail, and air travel into and out
of 14 Denver metro counties and seeks to take control
of all antibiotics that can be used to prevent or treat
plague. Citizens are told to seek treatment at a medical facility if they are feeling ill or after contact with a
suspected case of plague. Those who are not sick are
directed to stay home. The public is told that the
plague is spread from person to person. By the end of

EXERCISE DAY 4
There are an estimated 3,700 cases of plague, with 950
deaths, although these numbers are conflicting. Some
officials believe that at the end of the exercise there
were more than 2,000 deaths. This underscores what
we believe would be true uncertainty in a real event.
At this point, the Denver Top Off exercise was ended
(see Figure 1).
TOP OFF EXERCISE SUMMARY
In our analysis, the major public health and medical
lessons of Top Off can be broadly categorized into
four large areas: leadership and decision making, priorities and logistics for resources, crises at health care
facilities, and principles for disease containment.
As Dr. Paul Bracken indicated, leadership matters,
and this was clear in Top Off. The Colorado governor
was unable to participate in this exercise, and so his
committee of astute senior advisors, composed of senior public health and emergency management officials,
de facto played the role of decision makers for the
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exercise. Many believed that the absence of an elected
official had significant impact on the exercise. The
absence of an elected official’s legal and moral authority was considered to have important consequences,
including an impact on the most serious decisions, such
as triage of scarce resources and whether to impose
travel restrictions. The governor’s committee acted in
ways that were quite professional and skilled, but it is
not clear whether its decisions would have mirrored
those of an elected official.
****
Decision-making processes were problematic. The
governor’s committee operated by very large conference calls, at times including as many as 50 to 100
persons, which led to inefficiency, indecisiveness, and
significant delays in action. Many of the participants
in the calls had never worked with or even met each
other. At times, it was not clear who was in charge of
the call. The calls were literally running one into the
next, taking people out of their usual roles and putting them on the telephone.
There was a clear tension between the need to
make the right public health decisions and the need
to make decisions urgently, and this tension played
out in many ways. One observer remarked, “With thou-

sands standing outside hospitals awaiting prophylaxis,
some officials were citing papers. In this type of crisis,
one needs to make decisions quickly. You don’t have
the luxury of time to do more research.” This is an
obvious and legitimate issue in public health
emergencies.
The coordination of emergency management was
also difficult. A number of distinct emergency operations centers (EOCs) were set up by state and federal
law enforcement and emergency management agencies. Many participants indicated that it was unclear
how these emergency operations centers would interact with each other, with hospitals, and with public
health officials. It was, therefore, not clear that this
system of EOCs was useful in this exercise. This is not
to say that they could not be configured differently to
provide better emergency management coordination,
but at least in this exercise the EOC model did not
lend itself to easy interaction with or guidance for the
medical and public health communities.
The next category of lessons surrounded priorities
and logistics for distributing resources. With local
sources of antibiotics depleted relatively early in this
exercise, initially there was no consensus about priorities. This was partially addressed by the governor’s
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committee when it decided to offer antibiotic prophylaxis to EMS officials, police officers, hospital workers,
and their families. The decision to treat families was
intended to maintain medical and emergency responders’ willingness to work knowing their families are at
home protected with antibiotics. However, decisions
about priorities quickly became much more complicated as the epidemic spread. There was disagreement
on which antibiotics should be given and whether they
should be given only to contacts of plague patients or
to the general population. There was disagreement as
to the prevailing strategy for prioritization. One observer commented that some experts wanted to administer antibiotics on the basis of textbook criteria
and that, in a real situation, decisions about antibiotic
prophylaxis are political, not medical.
Not unexpectedly, the logistics of antibiotic distribution proved quite complex. Simulated components
of a stockpile arrived in Denver promptly, but the
ensuing local distribution process did not go smoothly.
At one point, the antibiotics were being unbundled by
one person and put into plastic bags. Some of these
difficulties arose because of how the exercise was constructed. In any event, a rigorous, robust plan is clearly
needed for accepting and distributing the antibiotics
from the stockpile.
Antibiotics were to be distributed at a central distribution facility. One such facility was tested in this exercise, and it was determined that each hour only 140
people would have been able to obtain antibiotics. At
this rate, if the decision was made to treat most of the
Denver population, hundreds of such facilities would
need to be established quickly. In addition, the actual
process of administering antibiotics is not as easy as it
might appear. No written guidelines were handed out
with the antibiotics. People were allowed to self-administer the antibiotics, and there was little oversight
on antibiotic procurement. According to one official,
it appeared that hundreds of people in a secure facility such as this would be required to actually get the
job done.
The crises at hospitals provided the next set of
lessons. Even at the outset of the epidemic, hospitals
were quickly seeing far more patients than they could
manage. In the beginning, two to three times normal
volumes and later up to 10 times normal volumes were
converging on health care facilities. As mentioned,
hospital participation was largely notional because
hospitals needed to continue their usual functions;
however, even this largely paper exercise was a burden
for participating hospitals. One hospital had to drop
out of the exercise because of already high patient
load under normal circumstances.
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Antibiotic supplies quickly became scarce, ventilators were in short supply, and there were too few beds
and places to care for the sick. Hospital staff were also
in short supply because they increasingly called in
sick. According to one observer, “There were not
enough places to put sick people, to triage people, or
to manage dead bodies.” Security at health care facilities would have been a major issue if this had been an
actual event.
The last category of lessons involved the need for
rapid development and implementation of disease
containment strategies and principles. This was perhaps the most difficult issue. Exercise participants commonly indicated a widespread concern about the insufficient priority placed on epidemic containment.
Early in the crisis, antibiotic prophylaxis and isolation were the principal containment measures. However, as the epidemic rapidly expanded, a series of
increasingly intrusive containment measures were ordered, including travel restrictions. One observer indicated that 1 million people were instructed to stay
in their homes. “How would we have enforced this?
By the end of the exercise, people had been asked to
stay in their homes for 72 hours without discussion of
how they would have obtained food or medicine.”
Toward the end of the exercise, the governor’s committee proposed that state borders be closed. Although border closure was not unanimously supported, it was strongly considered. After the exercise,
one participant asked, “With state borders closed,
how were we planning to feed 4 million people? A
citizen might reasonably be expected to say, ‘The
government told me I must stay in my home, so it
now has an obligation to provide me with antibiotics
and a mask for protection.’” However, there were
certainly not enough antibiotics or masks to fulfill
such an obligation. To many, it appeared that
sufficient legal powers were in place to take all of
these measures, but the problem was not legal powers. Rather, it was deciding when and what was the
right thing to do.
In conclusion, what should we do in response to
lessons learned from the Top Off exercise? One might
summarize these lessons into seven key areas:
1. Political leadership is important in the management of a large-scale epidemic, especially
one involving a bioweapons attack. Efficient
decision making would be critical and requires
not only the leadership of elected officials but
also the sustained counsel of medical and public
heath experts, such as that provided by the
expert committee set up in Colorado to provide
counsel to the governor.
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Better information sources, conduits, and analytic capacities are needed to make proper decisions. The information given to decision makers at Top Off was supplied by the exercise
controllers. It is not clear that they would have
had anywhere near the power of information
they had in this exercise to make decisions.
Real-time information tools for epidemic management are needed that allow officials to collect information and analyze it rapidly, to move
from paper and pencil to the information technology tools that we have available in the rest of
our society.
Priorities for scarce resources should be considered well ahead of time. A well-designed and
managed pharmaceutical stockpile is certainly
important; however, equally critical are the local capability for distribution and decisions on
how to distribute scarce resources.
Public health resources and personnel need to
be rapidly augmented in a large-scale epidemic.
We must not double-, triple-, or quadruple-count
one same person responsible for an array of
activities. Participants in this exercise should be
praised for what they did. They worked hard to
do everything possible to stop this epidemic. In
reality, however, it is clear that we need a mechanism to augment public health resources, especially personnel, in the event of a large-scale

5.

6.

7.

crisis. Local public health agencies are beginning to consider this.
Hospitals need to have plans in place, an issue
addressed by prior discussions. Incentives need
to be established to enable hospitals to withstand the type of surge under discussion now.
There is an urgent need to formulate scientifically and politically clear principles for disease
containment.
Dual-use systems should be sought for bioterrorism planning preparedness. These systems
should be aimed at serving the routine purposes of medicine and public health.

****
Let me end with this quote from one of the exercise
participants: “At the end of the exercise, many issues
were left unresolved. It is not clear what would have
happened if it had gone on. There were ominous
signs at the end of the exercise. Disease had already
spread to other states and countries. Competition between cities for the National Pharmaceutical Stockpile
had already broken out. It had all the characteristics
of an epidemic out of control.” We must use this opportunity to build on the lessons of Top Off and be
better prepared to mitigate the medical and public
health consequences that could be wrought by
bioterrorism.
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