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ABSTRACT
Medical countermeasures (MCMs) are medical products used during public
health emergencies. This study, conducted within the Mini-Sentinel Initiative, sought to develop the patient identification and matching processes
necessary to assess safety outcomes for MCMs. A handheld device was used
to collect identifying information (e.g., name, birthdate, and sex) from the
driver’s licenses of 421 individuals presenting for routine care at their primary
care medical office. Overall, 374 individuals (88.8%) could be linked to their
electronic health data using driver’s license information. The device was also
pilot-tested at a seasonal influenza immunization clinic: detailed vaccine information (e.g., lot number and manufacturer) was captured with a high degree of
accuracy. This investigation demonstrated that a handheld device is a feasible
means of collecting patient identity and medical product receipt data. This
capacity should be useful for safety surveillance of MCMs, particularly when
dispensed in settings outside the traditional health-care delivery system.
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Medical countermeasures (MCMs) are drugs, vaccines,
and other medical products used during a public health
emergency to counter chemical, biological, radiological, nuclear, or emerging infectious disease threats.
During such an emergency, it may be necessary to
use an MCM based on limited human safety data. For
example, a product approved by the U.S. Food and
Drug Administration (FDA) may be used in a new age
group, or an unapproved product may be used to treat
a novel disease. Therefore, having the capacity at the
national level to monitor the safety of MCMs during
and after a public health emergency is of critical public
health importance.1
When dispensing MCMs, the public health goal
may be to provide a medical product to a large population of at-risk individuals as quickly and efficiently
as possible, which may necessitate dispensing MCMs
outside of traditional health-care settings. However, if
individuals develop adverse events after taking MCMs,
these adverse events are typically diagnosed and treated
within traditional health-care settings. Consequently,
for any MCM dispensing event occurring outside of
traditional health-care settings, surveillance of MCM
safety will depend upon having the capacity to accurately link individual-level data across multiple entities
with different data systems. In addition, the collection
of individual identifying information (e.g., name, date
of birth, and sex) would need to be performed in a
time-efficient manner because of the large population
that may need to receive an MCM.2
We sought to develop a patient identification and
matching process that would facilitate MCM safety
surveillance during a public health emergency. Our
objective was to determine if patients presenting for
care at a primary care medical office could be uniquely
identified using an external mobile data collection system, accurately linked to their individual health record,
and subsequently linked to an existing database used
for public health surveillance activities.3
METHODS
Setting and population
This investigation was undertaken within the MiniSentinel pilot of the Sentinel Initiative, an initiative
of the FDA to create an active surveillance system for
monitoring the safety of FDA-regulated medical products.3,4 The study was conducted from November 2013
through January 2014 at Kaiser Permanente Colorado
(KPCO), a large integrated care delivery organization.
Study participants were adult KPCO members seen
for care at a single medical office building in Denver,
Colorado. Participants were either checking in for
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a scheduled appointment or presenting at a walk-in
seasonal influenza immunization clinic in the lobby.
Mini-Sentinel activities, including the current study,
are public health surveillance activities; therefore, they
are not under the purview of human subjects research
review boards, as “Common Rule” regulations do not
apply.5,6 Consequently, in the current study, participants
were asked for their verbal permission to participate,
but written informed consent was not obtained.
Mobile data collection device
A handheld mobile data collection system was developed for the project, based upon a system already in
use at Denver Public Health for employee vaccination
campaigns and emergency preparedness exercises. The
system, called the Handheld Automated Notification
for Drugs and Immunizations (HANDI), uses a mobile
application running on iPod touch devices (Apple Inc.,
Cupertino, California). The iPod touches were fitted
with a small plastic case that contained a magnetic
stripe and bar code reader. The devices also contained
a standard camera. Although the HANDI devices can
operate in a wireless network environment, for this
study, the HANDI devices were not connected to existing KPCO networks; data were encrypted and stored on
HANDI devices until the devices were later connected
to a server. This approach was taken to simulate data
collection external to routine KPCO data systems, such
as might occur in a true MCM event.2 In the unlikely
event that the HANDI devices were lost prior to connecting to the server, the data on the devices could be
remotely deleted to prevent disclosure of any patient
information.
Data collection
When KPCO members presented for care, a research
assistant approached potential participants and
explained the study. For those who were willing to
participate, the HANDI device was used as follows:
(1) the person’s driver’s license magnetic stripe or
two-dimensional bar code was scanned to collect last
name, first name, date of birth, and sex; (2) the person’s KPCO health record number, shown on the front
of the person’s health insurance card, was manually
keyed into the touch pad screen of the HANDI device;
and (3) the device was used to take a photograph of
the front and back of the person’s health insurance
card. At KPCO, members are required to present their
health insurance card and a photographic identification when seen for care. KPCO health insurance cards
do not contain a magnetic stripe or bar code. Study
participants represented a convenience sample, and
in order to maintain normal clinic flow, not every
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consecutive patient was approached. During one day
of the study period, the process of data collection was
timed using a stopwatch.
Data collection primarily occurred when people
were checking in for a scheduled appointment. However, potential participants were also approached at
a walk-in seasonal influenza immunization clinic to
pilot-test the accuracy with which HANDI could collect detailed vaccination information. Prior to the
immunization clinic, KPCO pharmacy data were used
to load vaccine information (e.g., manufacturer, dose,
expiration date, and lot number for vaccines used at the
clinic) into the HANDI device. For those seen at the
influenza immunization clinic, data from their driver’s
license and health insurance card were collected as
described previously. In addition, information on vaccines administered was collected by selecting specific
vaccine information from a series of pre-populated
drop-down menus on HANDI.
Analytic methods
The objectives of our analyses were to determine if
individuals could be uniquely identified using the
HANDI device, if data collected using the HANDI
device could be used to accurately match individuals
to their record in the KPCO enrollment database (a
database containing all current KPCO health plan
enrollees), and if individuals could subsequently be
accurately matched to their records within the local
Mini-Sentinel data system. As a data partner in the
Mini-Sentinel system, KPCO maintains a database, the
Mini-Sentinel Distributed Database (MSDD), which
contains diagnosis, procedure, and pharmacy data
needed for medical product safety surveillance. The
KPCO enrollment database is linked to the MSDD by a
study number, as the MSDD does not contain names or
KPCO health record numbers.7 The primary outcome
for this study was the percentage of participants whose
driver’s license information could be accurately linked
to their health record information within the MSDD.
Linkages were performed using an exact match of
last name, first name, and date of birth. The accuracy
of the linkage was determined by developing a “gold
standard” identity for every study participant: we
considered the gold standard to be the health record
number from the HANDI photograph of the health
insurance card, double-data entered into a separate
study database.
A secondary outcome was the percentage of people
seen at appointment check-in whose health record
number hand-entered into HANDI could be used
to accurately link them to a health record within
the MSDD. Among this group, we also assessed the

potential reasons for non-matches and the time spent
performing data collection. Among patients seen at
influenza vaccination clinics, we assessed the accuracy
of vaccine data collected using the HANDI device.
RESULTS
Appointment check-in
A total of 464 individuals were approached at checkin for a scheduled appointment, among whom 431
(92.9%) agreed to participate and 33 (7.1%) declined.
The reasons for declining participation included a lack
of comfort with the collection of their personal information (n521), lack of time to participate (n=11), and
for no explicit reason (n51). All eligible participants
who were approached had a health insurance card and
a driver’s license available. Among the 431 individuals
who agreed to participate, 10 did not have a readable
health record number from the photograph of their
health insurance card (the gold standard) and were
excluded from further analyses. Of the 421 eligible
participants, 56.8% were male, 57.5% were white, and
the average age was 55 years (Table 1).
In the process of matching driver’s license information collected by the HANDI device, to KPCO enrollment data and subsequently to the MSDD, 374 of 421
individuals (88.8%) could be accurately linked with
their health record information within the MSDD.
For 39 individuals, there was not an exact match of
driver’s license information with KPCO enrollment
data. The main causes for non-matches were name
discrepancies due to hyphenation (Jones Smith vs.
Jones-Smith), use of formal names vs. nicknames (James
vs. Jim), and name changes (e.g., due to marriage).
(The aforementioned name examples are fictitious.)
For five participants, their name matched a record in
the KPCO enrollment database, but their health record
number in the enrollment database did not match the
health record number from the photograph of their
health insurance card (the gold standard). All five
participants had multiple health record numbers within
the KPCO system. Finally, for three individuals, KPCO
enrollment data matched the health record number
from the photograph of their health insurance card
(the gold standard), but the subjects were not located
within the MSDD. All three individuals were recently
enrolled in KPCO, and their health record information had not yet been added to the MSDD, which is
updated approximately every three months.
Using the health record number hand-entered into
the HANDI device, 417 of 421 (99.0%) participants
were an exact match with a health record number
within the KPCO enrollment database, and all 417
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Table 1. Demographic characteristics of participants in a pilot study using a handheld device to collect patient
data, Denver, Colorado, 2013–2014
Characteristic

Appointment check-ina

Total
Sex: number (percent)
Male
Female
Age in years, mean (SD)
Race: number (percent)
Black
American Indian/Alaska Native/Asian/Pacific Islander
White
Missing
Hispanic ethnicity: number (percent)

Influenza vaccination clinicb

421 (100.0)

21 (100.0)

182 (56.8)
239 (43.2)
55 (18)

15 (71.4)
6 (28.6)
47 (16)

43
11
242
125
65

NRc
NRc
14 (66.7)
NRc
NRc

(10.2)
(2.6)
(57.5)
(29.7)
(15.4)

A convenience sample of patients checking in for a scheduled appointment at a medical office building

a

b

A convenience sample of patients seen at a walk-in seasonal influenza clinic

Represents a number ,5; not reported because of small cell sizes.

c

SD 5 standard deviation
NR 5 not reported

patients also matched with the health record number from the photograph of their health insurance
card (the gold standard). The average time for data
collection using the HANDI device, measured for a
convenience sample of 25 individuals, was 62 seconds.
Influenza vaccination clinic
All 21 individuals who were approached at the seasonal
influenza vaccination clinic agreed to participate. Fifteen of those approached were male, 14 self-identified
as white, and the average age was 47 years (Table 1).
All 21 individuals were accurately matched to KPCO
enrollment data. The HANDI-derived data were accurate for 100% of individuals for the vaccine type, lot
number, dose, and manufacturer, and were accurate
for 86% of individuals for site of vaccination (Table 2).

DISCUSSION
In this investigation, a handheld mobile device was used
to capture patient information from driver’s licenses
and health insurance cards, and this information was
used to link individuals to their health record within
a large, integrated care delivery organization and also
to a local node of the national Mini-Sentinel system.3,4
This functionality could help enable surveillance of
the safety of MCMs, especially if MCMs are dispensed
outside of the traditional health-care delivery system.
The mobile device was also used to capture detailed
information about seasonal influenza vaccines received
at an influenza vaccination clinic.
We found that most patients presenting for care were
willing to participate with this mode of data collection,

Table 2. The extent to which data on influenza vaccination, captured by a handheld device at influenza
vaccination clinics, matched with data available in the electronic health record, Denver, Colorado, 2013–2014
Data element
Vaccine type (e.g., influenza vaccine)
Lot number
Dose (e.g., 0.5 milliliters)
Vaccination site (e.g., right deltoid)
Manufacturer
Route

Data type within HANDIa
Preselected
Pre-populated, preselected
Pre-populated, preselected
Pre-populated, preselected
Pre-populated, preselected
Not recorded within HANDI

Number matched to electronic health record data (n521)
21
21
21
18
21
All indicated as intramuscular in electronic health record

a
Preselected: during data collection, after an individual’s vaccine information was collected, the HANDI application preselected the fields to the
last used selection (i.e., right deltoid, if the last individual was vaccinated in the right deltoid); this information could be changed if needed. Prepopulated: information loaded into the HANDI database prior to the clinic (e.g., lot numbers loaded from pharmacy data).

HANDI 5 Handheld Automated Notification for Drugs and Immunizations
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the process of data collection was relatively quick, and
we were able to accurately link the large majority of
individuals to their health records using last name, first
name, and date of birth from driver’s licenses. When
using pharmacy data to pre-populate information
within the device, we were also able to capture accurate
information about receipt of influenza vaccine.
The use of data from the magnetic stripe or
two-dimensional bar code of driver’s licenses is one
approach to uniquely identify individuals who receive
an MCM in an actual event. Alternative strategies to
identify individuals include the use of Web-based preevent registration or other forms of identification than
driver’s licenses. Depending on the nature of the public
health emergency, there may be particular populations
or circumstances in which the capture of individually
identifiable information about those who received
an MCM may not be feasible or practical. Also, the
type of information needed about an MCM will differ
depending on whether the MCM is a vaccine, a drug,
or a device, and depending on the safety data already
available about the medical product. Mobile devices
such as HANDI can be modified to accommodate a
wide variety of data types for patient identification and
MCM description.
Limitations
This investigation was subject to a number of limitations. Study participants were insured KPCO members
seeking care; as such, results may not be generalizable
to individuals without health insurance or to those
who do not routinely seek health care. Additionally,
it is possible that KPCO members presenting for care
at KPCO were more willing to share their driver’s
licenses than the public would be in an actual MCM
event. Because we attempted to match KPCO members
to the KPCO enrollment database, the likelihood of
a true positive match was high; in a true MCM event,
where care may be provided outside of the traditional
health-care delivery system, by multiple health-care
providers, to a population comprising individuals with
different health insurers, or to individuals potentially
lacking driver’s licenses or health insurance cards, the
rate and accuracy of matches may be lower. Finally, in
an MCM event with participants from many healthcare organizations, methods for data matching and

exchange between multiple entities would be needed,
requiring health information technology solutions
beyond those required for this pilot.
CONCLUSION
This study demonstrated the feasibility of using a
handheld device to collect patient information and
accurately link individuals to their health record in an
enrollment database, and subsequently to a local node
of the national Mini-Sentinel surveillance system.3,4
This approach could facilitate ongoing national efforts
to develop strategies to assess the safety of MCMs
dispensed in response to public health emergencies.
This study was supported under Task Order 7 (contract
#HHSF22301007T) of the Mini-Sentinel project (contract
#HHSF223200910006I), which was funded by the U.S. Food
and Drug Administration (FDA) through the U.S. Department
of Health and Human Services. Colleagues from the FDA were
involved in the conceptualization, design, analysis, and interpretation of the findings from this pilot project.
The findings and conclusions in this article are those of the
authors and do not necessarily represent the official position of
the FDA.
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